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Abstract: A micro payment scheme is designed for providing resourceful and secure solution for online 

paymentecosystems. A micropayment application has turns to be general usage in electronic payment due to the 

fasted expansion of the Internet and the improving sophistication of electronic commerce. It is specifically designed 

for the customer to make the safe payment. Assaulters commonly aim to stealing the customer data by using the 

Point of Sale i.e. the point at which a retail first gathers customer information. During the payment, in cases of 

network failure, attackers’ tires to steal the password from the customers so there may be no secure operation On-

line payment is possible. In our paper, we propose secure and privacy off-line micro-payment solution for the 

resilient attackers due to the PoS data breaches. We utilize the Frodo protocol to make the secure and safe 

payment against attackers which not only analyze the customer’s coins but also verify the identity of the customer 

using identify element which enhances flexibility and security and improves the effectiveness of the system by 

provide the secure micro-payment between the customers and vendors. 

Keywords: Micropayment Scheme, Point of Sale, resilient attackers, Frodo protocol, and secure micro-payment. 

1.   INTRODUCTION 

Nowadays online payments are one of the most popular, when the customer or buyer makes his payment transactions for 

the goods purchased with the use of the online money payment. In that the purchase methods from classic credit or debit 

cards to new approaches like mobile-based payments, giving new market entrants novel business probabilities. However, 

many of us still resist the attractiveness and ease of revolving credit transactions because of security issues. so far there 

are a high risk for taken cards, fraud so the purchasers worry debit-card fraud by merchants and different third parties. 

Payment transactions are usually processed by an electronic payment system (for short, EPS). The EPS is a separate 

function from the typical point of sale function, although the EPS and PoS system may be co-located on constant 

machine. In general, the EPS performs all payment process, whereas the PoS system is that the tool utilized by the cashier 

or shopper. Point of Sale is the time and place where a retail exchange is finished . At the point of sale, the dealer would 

set up a receipt for the client or generally figure the sum owed by the client and give choices to the client to make 

payment. In these transaction process, there is chance to attackers often aim at stealing such customer data by targeting 

the Point of Sale. Modern PoS systems are powerful computers equipped with a card reader and running specialized 

software. Increasingly typically, user devices are utilized as input to the PoS. In these scenarios, malware that can take 

card information when they are read by the device has thrived. So that we proposed FRODO techniques, a safe 

disconnected from the net transaction arrangement that is strong to PoS information breaches. Our solution enhances over 

exceptional methodologies as far as adaptability and security. 

2.   LITERATURE SURVEY 

This study aims to make detailed analysis of the micro payment for detection attackers and made exclusively survey of 

various authors which is described in this section. 
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The PayWord is refers to the micropayment mechanism introduced by author Rivest and Shamir in 1997 [4]. It describes 

about the technique of the postpaid offline strategy that significantly performances on the micropayment by applying hash 

chains.Yang et al. [7] has illustrated about the a prepaid offline strategy in that it utilize a hash chain can be applied for 

online transactions for the various vendors. Therefore, if a user requires to execute transactions with various vendors and 

like to withdraw money only based on the permission , the access is provided to conclude where and what to purchase 

things before withdrawal of the amount. This is almost inflexible in most of the cases. The mechanism of a double 

PayWord chain was illustrated by Fan et al. in 2007 [8], had described about exactness of the fairness can be 

accomplished. In contrast to this concept of PayWord, it turns to the an online strategy as the user has to perform the 

normal the registration process in the sub-protocol with holding again the broker when user requires to execute 

transactions with another vendor. 

Zhao et al. [9] had described about the prepaid cards for developing the secure scheme with full anonymity. In this 

concept, when the user decides do the purchases with a fresh vendor, user have to execute the exchange phase with the 

broker. Hence, this would also be assumed to be an online concept. In this study, an anonymous one-time certificate 

protocol was generated and utilized tomicropayments, with which user, who has complete anonymity in a postpaid 

micropayment mechanism will be obtained. In their concept, they almost get the exact  fairness by applying double hash 

chains scheme [8]. Thus, the benefits of PayWord are stored in terms of effectiveness of an offline broker and the 

privilege of a postpaid scheme to users. To the best of their knowledge in this domain , the proposed mechanism is the 

first introduced as micropayment technique for satisfy the online users.  

This is the important cause during the last decades of years, various schemes has been introduced by, most of the authors 

to obtain the flexible offline payment method. Even though various works has been established, they are concentrated on 

the a anonymity transaction and the coin unforgeability. Nevertheless, earlier outcome was lack a tough security 

mechanism in this online payment. While they concentrated on only theoretical attacks, described on real world attacks 

like as data vulnerabilities, scrapers and skimmers. 

In association to the physical unclonable functions [10], they described about the important features of proposed solution, 

various applications like banking sector have been recently proposed in the[12]. Moreover, such strong functions are 

commonly utilized for security purpose like authentication only. As such, they only support and discuss about that data 

whether it has computed on the perfect device but 

3.   RELATED WORK 

Mobile payment solutions proposed so far can classified as totally on-line [2] semi off-line [6], weak off-line or totally 

off-line [10]. The most issue with a totally off-line approach is that the problem of checking the trait of a dealings while 

not a trusty third party. In fact, keeping track of past transactions with no out there association to external parties or shared 

databases is quite tough, because it is tough for a trafficker to ascertain if some digital coins have already been spent. This 

is often the most reason why throughout previous couple of years, many alternative approaches are planned to produce a 

reliable offline payment theme. Though several works are revealed, all of them targeted on dealings namelessness and 

coin unforgeability. 
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4.   EXPERIMENTS 

Client Module This module used to client are going to online website. And View Product and select to product models 

and view product details. Select and purchase their product .and transaction from their account All details are encrypted 

by using Private Key and public key, Keys are generated during user to purchase the product. Key Generator: This 

module is using cryptographic algorithm, this algorithm used for symmetric and asymmetric cryptographic algorithms 

applied to received the data input and sent as output by the identity element. Key Generator is by PUFs, which have been 

used to implement strong challenge-response authentication. Also,multiple physical unclonable functions are used to 

authenticate both the identity element and the coin element. Secure payment: This module is used to Users are view 

products, and select products and their details and to be wish to purchase product and give all sensitive data like account 

details, payment details. All user information is encrypted because hackers do not hacking user information. All 

Encrypted data are separated by symmetric and Asymmetric cryptographic algorithms this is used to separate private and 

public keys. Private Key is send to user mail. User is used this key to view their 

Purchase product and transaction their account. Transaction at Coin Element: This module is used to admin to work their 

website and add products like product name, description, warrentyperiod,etc., and admin view all users purchase products 

but cannot view user account details. and to view which product is delivered or not. 

5.   SECURITY ANALYSIS 

5.1 Authenticity: 

It is guaranteed in FRODO by the on-the-fly computation of private keys. In fact, both the identity and the coin element 

use the key generator to compute their private key needed to encrypt and decrypt all the messages exchanged in the 

protocol. Furthermore, each public key used by both the vendor and the identity/coin element is signed by the bank. As 

such, its authenticity can always be verified by the vendor. 

5.2 Availability: 

The availability of the proposed solution is guaranteed mainly by the fully off-line scenario that completely removes any 

type of external communication requirement and makes it possible to use off-line digital coins also in extreme situations 

with no network coverage. Furthermore, the lack of any registration or withdrawal phase, makes Frodo able to be used by 

different devices 

5.3 Confidentiality: 

Both the communications between the customer and the vendor and those between the identity element and the coin 

element leverage asymmetric encryption primitives to achieve message confidentiality. 

5.4 Non-Repudiation: 

The storage device that is kept physically safe by the vendor prevents the adversary from being able to delete past 

transactions, thus protecting against malicious repudiation requests. Furthermore, the content of the storage device can be 

backed up and exported to a secondary equipment, such as pen drives, in order to make it even harder for an adversary to 

tamper with the transaction history. 

6.   CONCLUSION AND FUTURE WORK 

We have introduced FRODO that is, to the best of our knowledge, the first data-breach-resilient fully off-line 

micropayment approach. The security analysis shows that FRODO does not impose trustworthiness assumptions. Further, 

FRODO is also the first solution in the literature where no customer device data attacks can be exploited to compromise 

the system. This has been achieved mainly by leveraging a novel erasable PUF architecture and a novel protocol design. 

Furthermore, our proposal has been thoroughly discussed and compared against the state of the art. Our analysis shows 

that FRODO is the only proposal that enjoys all the properties required to a secure micro-payment solution, while also 

introducing flexibility when considering the payment medium (types of digital coins). Finally, some open issues have 

been identified that are left as future work. In particular, we are investigating the possibility to allow digital change to be 

spent over multiple off-line transactions while maintaining the same level of security and usability. 
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